Bath & North East Somerset Council

Meeting: Corporate Policy Development & Scrutiny Panel

Meeting: 28t March 2022

Title: Risk Management — Overview of Arrangements

Ward: All

An open public meeting
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THE ISSUE

This report provides an overview of the Council’s risk management arrangements to assist in
understanding of Members roles in delivering on the Council’s priorities.

The Council’'s Corporate Audit Committee has responsibility within its terms of reference for
overseeing the risk management framework of the Council.

RECOMMENDATION
The Corporate Policy, Development & Scrutiny Panel is asked to:

Consider the implementation of the council’s risk management framework and feedback any thoughts
and observations to further develop good practice.

THE REPORT

The Corporate PDS panel requested a report on the Council’s risk management arrangements. This
paper sets out the framework for how the Council approaches risk management and provides detail
on organisational practice.

Context — Risk Management Framework (Appendix 1)

Our strategy to manage risk recognises that both taking and accepting more risk is part of modern
service delivery. However in accepting more risk we will do this in both a transparent and informed
way to achieve the best results for citizens and customers.

Therefore we want to promote an approach that focusses on the effective identification and
management of risks to ensure the council is focussed on minimising adverse impacts and
maximising benefits within the delivery of its objectives throughout all of its services.

Active risk management is an integral component of our local code of corporate governance which is
designed to help us achieve our aspirations, priorities and outcomes to deliver the Council’s Vision.



This strategy therefore expects that we focus on taking the right actions to address risks and
opportunities both in a transparent way and based on evidence.
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3.5 This Strategy is designed to support Officers and Members in delivering on the Council’s plans and
operational objectives.

3.6 Our detailed approach to risk management is further explained and outlined in Appendix 1 which is
our Risk Management Toolkit.

3.7 Risk Management forms the second line in the ‘Three Lines of Defence Model’ protecting our
organisation. We do this in a sensible and proportionate way to actively manage risks down the risk
matrix in terms of their potential impact on the organisation.
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4.1
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EMBEDDING RISK MANAGEMENT

The council uses a range of national and local intelligence sources to inform and support risk
identification, analysis and evaluation. The Cabinet Office provides guidance on national threats and
risk. The council is a member of Avon & Somerset Local Resilience Forum (ASLRF) whose role is to
plan and prepare for emergencies, aligning national and sub-regional risk management practices.
The ASLRF has a standing risk working group and has supported Covid response and recovery
arrangements. The Cabinet Office updated national risk assessment is due to be published in
summer 22. Other intelligence sources include outputs from external audits, statutory returns,
national and regional benchmarking, organisational and service data. All these inform our knowledge
and understanding of organisational risk.

Covid Risk Management

Following the onset of Covid the Chief Executive put in place recovery and renewal arrangements.
Senior leaders and officers were seconded from their substantive roles. The recovery group focused
on internal matters such as financial management, adult social care, IT/digital and our estates. The
council’s business continuity arrangements were stood up. The business continuity group is chaired
by the Chief Operating Officer and is comprised of critical service managers. This forum has been
very effective at sharing intelligence and resources. The renewal arrangements were externally
focused and supported the recovery of our town and city centre centres and local retail hubs. The
recovery and renewal groups have now stood down, the business continuity group continues to meet.
A Covid risk register was developed with Corporate Management Team/Heads of Service and was
reviewed on a regular basis.

Business As Usual

Risk Management is an important part of the business and service planning process. We do this
through the use of existing management processes so that they are both integrated and
proportionate. To help support this we have established a Risk Management Steering Group chaired
by the Chief Operating Officer.

The core of the work of this group focusses on the following -

o Oversight of Risk Management activity on behalf of Corporate Management Team including our
Risk Management Strategy and associated processes

e Cyclical review of the following:
A) Corporate Risk Register

B) Maijor Project Risk Registers
C) Directorate Risk Registers

e Standing Review at each meeting of the following -

Council stage 2 and Ombudsman complainants
Reportable H & S Accidents & HSE reported incidents
Legal Challenges inc Employee Tribunal cases

Level of Insurance claims and high value cases
Security & Data Breaches/Incidents

Audit Reports for Limited or No Assurance Opinions

O O O O O O

e Review national and regional trend data and benchmarking information
e Horizon Scanning and future planning

To give examples of how we assess and discuss elements of this, Appendix 2 details an overview of
our horizon scanning, which is used this to influence day to day decision making. At the last Risk
Management Group (January 22) it was agreed that staffing matters (including recruitment), supply
chains and long term impact of Covid on our most vulnerable communities required greater
consideration and risk analysis.



Corporate Risk Register (CRR)

The twenty three risks on the CRR are currently being reviewed with Directors. The CRR identifies
themes, service area/director/officer leads and describes the risks and mitigation. The inherent,
residual and risk change is also captured The twenty three CRR risks are structured around the

4.5

following themes:

Partnership Working

Resource Management

Local Economy

Transformation

Housing

Digital Data & Technology

Infrastructure

Procurement

Climate Emergency

Business Continuity

Transport & Climate Change

Workforce Resilience

Safeguarding

Health and Safety

Social Care

Emergency Management

Corporate Governance

The CRR contains a number of high residual risks, see table below. It should be noted that the CRR
is currently being reviewed and a short commentary is provided next to these high risks.

Risk

Commentary

1 Partnerships — that we do not maximise
our influence and the opportunities to
deliver continued economic growth,
skills and secure funding

2 Economic Plan- we do not ensure that
our plan delivers a cohesive economic
strategy to support employment,
economic growth across the area and
reduce inequalities

Updated Economic Plan
commissioned and draft due
early 22/23.

3 Housing - we do not deliver
sustainable solutions to the housing
needs of the wider community and that
we do not meet our targets for
affordable and social housing

CRR to be updated to reflect
current development programme

4 Climate Change — that the council does
not adapt its own operations to reduce
the impacts of climate change and
provide leadership to reduce carbon

CRR to be updated to reflect the
extensive work to deliver on the
Climate Emergency Action Plan
(year 2)

emissions

5 Financial — risk that we are unable to Robust financial planning Q3.
set a medium term financial strategy MTFS signed off by statutory
(MTES) officers and approved by Council

on 16/2/22




Risk

Commentary

Children’s Social Care - we are unable
to meet the increased costs of looking
after children with complex needs in a
sustainable way whilst safeguarding
the most vulnerable

A comprehensive transformation
programme has commenced in
children’s social care and a £2m
corporate contingency for social
care has been established

Business Continuity — risk that
cumulative impacts of Covid, Brexit,
Winter pressures and concurrent
emergencies reduce the ability of our
workforce to maintain critical and
expected service delivery

Business continuity group
remains in place. Council Risk
Management Group monitoring
risk. ASLRF planning and
horizon scanning activity.
Directors engaging through

various professional networks

Next Steps

4.6 The CRR review will be finalised during Q4. At present we do not have a full set of Directorate risk
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registers and Directors have been asked to either update or put in place a register for their
directorates. A priority for Q1 2022/23 is to pull risk registers into one location (Corporate,
Directorate and Major Projects). The updated CRR will be incorporated into the council’s ‘Integrated
Reporting Framework’. The updated risk registers will be shared with Corporate Management Team
and Cabinet Members. Covid; our public health team is currently conducting a ‘look back and look
forward’ review. The outcomes will ensure that we retain good practice and that we have resilient
plans in place to enable us to respond to a resurgence, a variant or increases in seasonal infections.
Internal audit colleagues are undertaking due diligence to ensure the 2022/23 planned audit
programme reflects the risks identified in the CRR.

STATUTORY CONSIDERATIONS

The council has statutory duties to plan and prepare for emergencies under the provisions of the Civil
Contingencies Act 2004.

RESOURCE IMPLICATIONS (FINANCE, PROPERTY, PEOPLE)
There are no direct implications arising from this report.

RISK MANAGEMENT

This report details the council’s approach to risk management.
EQUALITIES

Equalities impacts are considered and integrated into risk registers.
CLIMATE CHANGE

The risks associated with climate change are captured in the CRR. Further in depth is required to
assess potential impacts upon our own operations.

OTHER OPTIONS CONSIDERED

10.1 An update on our risk management arrangements was requested by the Panel



11 CONSULTATION

11.1 The report is an information and update report and has been consulted with the Council’'s Chief
Operating Officer and S151 Officer.

Contact person Will Godfrey — Chief Executive officer
Mandy Bishop — Chief Operating Officer

Jeff Wring — Service Director — Commercial & Governance

Background papers Corporate Risk Register

Risk Management Group papers

Please contact the report author if you need to access this report in an alternative format




Risk Management Framework & Toolkit — Overview Appendix 1
Risk Management Framework ]
Obijectives Risk Register Review Assurance Scrutiny
Corporate Corporate Risk Directors External
Strategy Register Group Inspectors

Operational Service/Team

The Risk Management Framework sets out the approach for implementing the
Risk Management Strategy and integrating risk management into the culture
and working practices of the organisation and its partners.

To work effectively the risk management framework requires: -

. Commitment from the Cabinet (Council), Corporate Audit Committee,
Directors & Management Teams.

=  Assignment, acceptance and adoption of roles & responsibilities

= Allocation of appropriate resources for providing support and advice.

Risk Management Process

Direct Int | Audit
Plan Risk Registers reeinh RS LS
Projects & Pro;e.ct Risk Project Board/ Ertess A
Programmes Registers Sponsor
[ Annual Governance Statement {Council) ]

Risk Registers

To assist the risk management process and to document the risk management cycle - risk registers are used /
maintained. An important role of the register is to document the identification, assessment (analysis / evaluation), risk
treatment and monitoring /view process. Two risk register templates using an Excel Spreadsheet format have been
adopted.
e  The first template is recommended for use by Services / Project Teams. This template uses three separate
‘Worksheets’ and enables more detailed actions to be recorded for monitoring purposes.
o The first worksheet is used to document and assess the risks,
o  the second worksheet records actions (risk treatment), responsibilities and timescales, and removed
text
O the third worksheet is used to simply record all known ‘Action Owners’ which assists in the
completion of the Action Plan.
e The second template is the Council’s Risk Register ‘Lite’ version which enables a simplified approach but still
requires risks to be documented and current status based on action implementation being recorded.

It is a requirement that those services or functions formally identified as Council ‘critical’ services for Business Continuity
purposes adopt the more detailed risk register template.
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The risk management process is a constant process of identification, analysis &
evaluation. On a regular basis (monthly / quarterly) teams should consider and
review what might impact service delivery. Annually teams should review busines
plans, considering new initiatives / priorities and consider related risks.




Risk Identification Likelihood Risk Management
It is the responsibility of Officers and Members to ensure risks are L _ 3 4 5 The aim of the risk management process is to Actively Manage risks down
identified (“everyone is a risk manager”). It is essential that risks | the risk matrix in terms of their potential impact on the organisation from
are accurately described recording the key elements: Rare Unlikely Possible Likely é TtO_St “Red to Amber” & “Amber to Green”. When risks have been initially
ertain
assessed and ranked within their relevant zones, there are four strategy
Cause If/As a result As a result of snowfall, options that are available. These options are often referred to as the 4 T’s:
Event Then/ Thereis | There is a risk that staff Treat - Take direct action, reduce the level of risk to an acceptable level.
a risk that cannot get to work, 5 Critical 5 10 Tolerate — Decision taken not to implement any additional controls
Implication | So/ Which will | Which will result in being Transfer — Transfer the risk to another organisation by way of contractual
resultin unable to provide key agreement.
services to residents. ) Terminate — Serious risk that the addition of controls or modifications does
c X f risk 8 4 High 4 8 not reduce risk to acceptable level. At this stage withdrawal from the
ategories of ris S activity should be considered.
. Reputational Risks . Legal Risks £
. Political Risks . Legislative/Regulatory Risks
e Economic Risks e Environmental Risks 3 | Medium 3 6
. Social Risks N . . Pfartnership/ContractuaI Risk Monitoring & Review
e  Customer/Citizen Risks Risks — - - . ) )
R Technological Risks R Financial Risks Monitoring & review of risks and related actions plans will be carried out
. Physical Risks 2 Low 2 4 6 8 10 using the established forums (Performance Development Review
meetings, 1:1 Performance Meetings, Team Meetings, and Management
Meetings). It will be for Directors and Managers to agree the best way to
communicate and consult on the maintenance of the risk management
1 | Negligible 1 2 3 4 5 process. The Council’s Internal Audit function will review risk management
and the maintenance of internal control frameworks through their work.
Risk Analysis & Evaluation
The measurement of risk is calculated by assessing:
o IMPACT - if the risk occurred
o LIKELIHOOD - of the risk occurring Assessment of Impact
Each defined risk will be scored by assessing the ‘Impact’ on a
: o 4 L e P Service/Operational Assets Legal Obligations Project Duty of Care — Clients & Staff
scale of one to five and multiplying this figure by the score for — " - — - — - -
o R § : Minimal disruption not Litigation, claims or L . . Minimal or no impact on the Services
likelihood’ (also gauged on a scale of one to five). This 5 x 5 . . . Up to X . Minimal impact to project / X
: ) T . - impacting on an important o fines, Services up to . Safeguarding or Duty of Care
scoring matrix has been adopted by the majority of public sector 1 Negligible service which can be resolved 1% of £10k, Corporate slight delay less than 1 week requirements
bodies and is consistent with the national model adopted within in less than a day budget | ¢
the Emergency Services. The product of this calculation of impact ] - ]
o C ms " ) . L . Consideration needs to be given to
and likelihood is a "Risk Score", which can range from a minimum - . . Litigation, claims or X
. Brief disruption of important 1% to X . L . . Safeguarding or Duty of Care
of 1 to a maximum of 25. . fines, Services up to Minimal impact to project / ? .
2 Low service area 5% of . requirements but unlikely to have an
R . . £25k, Corporate slight delay less than 2 weeks . .
Service disruption 1 day budget £50k adverse impact on meeting overall
requirements.
Litigati lai
Assessment of Likelihood Major effect to an important 6% to ﬁlnlegsa 'SZ::IiCCZISrE;:; Adverse effect on project / There are Safeguarding or Duty of
3 Medium service area 15% of £50k, Corporate significant slippage 3 weeks Care issues that may have an impact
1 Rare 0 — 5% chance of occurring Service Disruption 2-3 Days budget £100k —2 months on meeting overall requirements.
- Y - — - — - -
2 UnIllfer 6 ZOA;chance of occurring Complete loss of an important 16% to If.il:lleg:tlszr:\,/icclzlsn:s (;; zlrgrr:fals:ztr ?jsict);foenxp:gteecdt Significant impact on meeting
3 Possible 21 -50% chance of 4 High service area 25% of g P y . . P Safeguarding or Duty of Care
; R . . £125k, Corporate benefits fail / major delay 2 — o
occurring Service Disruption 3-5 Days budget £250k 3 months responsibilities.
4 51 - 80% chance of
occurrlngo More Litigation, claims or Complete failure of project /
5 81- 190A’ chance of 5 Critical Maijor loss of service, than fines, Services up to extrepme delay 3 moithjs or Not meeting legal responsibilities,
occurring Service Disruption 5+ Days 25% of | £250k, Corporate v placing individuals at risk.
more
budget | £500k




Risk Management Toolkit — Introduction to Risk Management

What is a Risk?

A Risk is an event or series of events which will adversely affect the ability to meet objectives — in part or in full. A risk can also be the failure to take advantage
of opportunities to optimise the achievement of objectives.

Effective Risk Management forms a key aspect of assurance and governance for an
organisation. Risk Management is widely recognised as one of the '2nd Lines of Defence'

alongside; Financial Control; Security; Quality/Performance Management; Inspection; & The Risk Management Framework sets out the approach for implementing the
Compliance. Organisations which can demonstrate and operate under a structured and Risk Management Strategy and integrating risk management into the culture
active risk management approach are far more likely to be able to focus upon their key and working practices of the organisation and its partners.

priorities and outcomes and, in doing so, take informed and robust decisions. . ) )
To work effectively the risk management framework requires: -

An effective risk management strategy and toolkit will therefore help to successfully

support the Council’s priorities, strategies and plans. e Commitment from the Cabinet (Council), Corporate Audit Committee,

Directors & Management Teams.
e Assignment, acceptance and adoption of roles & responsibilities

AVngl?trj& e Allocation of appropriate resources for providing support and advice.
mbitions

Risk management is an important component of L [- Risk Management Framework
delivering ‘Good Governance’.
Objectives Risk Register Review Assurance Approval Scrutiny
Delivery of
The toolkit aims to improve and maintain the Priorities

integration of risk management into the culture ar
working practices of the organisation and its partr
It sits alongside the Risk Management Strategy which

sets out the Council’s risk management obiectives and

how these will be achieved and the milestones to be met when embedding

risk management. The strategy is subject to an annual review to ensure that it Corporate: |y BComoratoHicy SRS £ el
. R i i Strategy Register Group Inspectors
remains up to date and continues to reflect the Councils approach to risk
management. 1 1
The objective of the toolkit is to explain the approach to risk management O"E‘;’;‘:‘n"“a' - ::;";:g;:‘:; | Internal Audit
and outlines the risk management framework by which the organisation can
view, manage and respond to risk, both threats and opportunities, in a 1 1
robust, systematic and documented way. : - .
Projects & Project Risk Project Board/ .
Programmes Registers Sponsor Exemdaids

The benefits gained in managing risk and opportunity are improved strategic,
operational and financial management, continuity of knowledge and

information management processes, improved statutory compliance, meeting L Sugial Coverpance Statem et Lotnal)

best practice and ultimately improving the services we deliver.



Roles & Responsibilities

Cabinet & Elected Members

¢ Oversee the effective management of risk throughout the Council and its
partnerships, and gain an understanding of its benefits, ensuring officers develop

and implement an all-encompassing approach to risk management.

Corporate Audit Committee
¢ Provide independent assurance of the risk management framework and associated

control environment, independent scrutiny of the Council and partners financial and
non-financial performance, and oversee the financial reporting process.

Directorate Management Teams
* Gain an understanding and promote the risk management process and its benefits,
oversee the implementation of the risk management strategy and agree any inputs

and resources required supporting the work corporately.

Directors
¢ Ensure that the risk management process is promoted, managed and implemented

effectively in their service areas within the organisation. Liaising with external
agencies to identify and manage risk. Disseminating relevant information to service

managers and officers.

Service Managers
¢ Raise awareness, manage and implement the risk management process effectively

in their service areas, recommending any necessary training for employees on risk
management. Incorporating risk ownership through the appraisal scheme with
employees and share relevant information with colleagues in other service areas.

Officers

their line manager.

Internal Audit

¢ Challenge the risk management process, including the identification and evaluation

of risk and provide assurance to offices and members on the effectiveness of

controls.

Risk Management Process

* Manage risk effectively in their jobs, liaising with their line manager to assess areas
of risk in their job. Identify new or changing risks in their job and feed these back to

The risk management process is a planned and systematic approach. The stages of the process

are shown below.
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2. Risk Analysis

1. Risk Identification

Describing the risks and recording
them in risk registers.

Estimating the likelihood and impact of

risks

4, Risk Treatment

3. Risk Evaluation

Ascertain whether the risks are within
the organisations “Risk Appetite”

Actions to reduce the likelihood or
impact of the risks to a level which is

acceptable




Risk Management Toolkit — Risk Registers

To assist the risk management process and to document the risk management cycle - risk registers are used / maintained. An important role of the register is to document the
identification, assessment (analysis / evaluation), risk treatment and monitoring /view process. Two risk register templates using an Excel Spreadsheet format have been
adopted. It is a requirement that those services or functions formally identified as Council ‘critical’ services for Business Continuity purposes adopt the more detailed risk
register template.

e The first template is recommended for use by Services / Project Teams. This template uses three separate ‘Worksheets’ and enables more detailed actions to be
recorded for monitoring purposes.

1. The first worksheet is used to document and assess the risks,

2. the second worksheet records actions (risk treatment), responsibilities and timescales, and removed text

3. the third worksheet is used to simply record all known ‘Action Owners’ which assists in the completion of the Action Plan.

Below is an example of a completed line of a risk register, further explanations on how to complete each section can be found on page 2 of this document. The risk is recorded

with a Cause, Event & Implication.

Nr |Description ) Sort in Risk Date Entered Likelihood Impact This Current Status| Commentary on Current Status of
Sortin Nr. Order | pating Order on Register | Period LPeriods Ago | of Actions Action Plans
L M| H L M| H e T2 3
RO1 |Due to an event / incident, e.g. significant snowfall, staff As Business Critical Senice -
cannot get to their normal place of work potentially 01-Jan-19 3 12 On Target Discussiqns with the.councils BC lead
and meeting booked in to develop

resulting in an inability to provide senvices to residents /
clients / visitors.
The risk is then also copied to the action plan, to detail the status of each of the risks.

senice plans.

S e Risk Description & Implementation
T £ o . . -
g ..§ Nr (Copy from "Risk Register' Worksheet) 2 Management Action Action Owner Implement By? Status
Due to an event / incident, e.qg. significant Informal or formal Senice / Team Business Continuity
R0O1 | snowfall, staff cannot get to their normal place of 01 |Plan (formal BCP for specified critical senices) to J Bloggs 01-Apr-19 On Target
R01.1 work potentially resulting in an inability to provide include mitigations for such an event / incident
senvices to residents / clients / visitors. 02 _

¢ The second template is the Council’s Risk Register ‘Lite’ version which enables a simplified approach but still requires risks to be documented and current status

based on action implementation being recorded.

= Likelihood Impact
g SERVICE / TEAM RISK DESCRIPTION CU:I';ENT PERIODS | ;22:‘:';:Tr:;:n?:n't‘\eg'g:si’aLrﬁ:i‘ng_
T D ipti f' ' & 'implication’ RISK OWNER | 1]2] 3 112]3 AGO AR D
S (Description of'event’ & ‘implication’) sko STATUS implementation of actions to timescales)
Score Score 112]3
Due to an event / incident, e.g. significant snowfall, Informal or formal Service / Team Business
staff cannot get to their normal place of work . Continuity Plan (formal BCP for specified critical
! potentially resulting in an inability to provide services  Bloggs 3 ¢ High services) to include mitigations for such an event
to residents / clients / visitors. [ incident




Risk Identification Likelihood Risk Management
It is the responsibility of Officers and Members to ensure risks are L _ 3 4 5 The aim of the risk management process is to Actively Manage risks down
identified (“everyone is a risk manager”). It is essential that risks | the risk matrix in terms of their potential impact on the organisation from
are accurately described recording the key elements: Rare Unlikely Possible Likely é TtO_St “Red to Amber” & “Amber to Green”. When risks have been initially
ertain
assessed and ranked within their relevant zones, there are four strategy
Cause If/As a result As a result of snowfall, options that are available. These options are often referred to as the 4 T’s:
Event Then/ Thereis | There is a risk that staff Treat - Take direct action, reduce the level of risk to an acceptable level.
a risk that cannot get to work, 5 Critical 5 10 Tolerate — Decision taken not to implement any additional controls
Implication | So/ Which will | Which will result in being Transfer — Transfer the risk to another organisation by way of contractual
resultin unable to provide key agreement.
services to residents. ) Terminate — Serious risk that the addition of controls or modifications does
c X f risk 8 4 High 4 8 not reduce risk to acceptable level. At this stage withdrawal from the
ategories of ris S activity should be considered.
. Reputational Risks . Legal Risks £
. Political Risks . Legislative/Regulatory Risks
e Economic Risks e Environmental Risks 3 | Medium 3 6
. Social Risks N . . Pfartnership/ContractuaI Risk Monitoring & Review
e  Customer/Citizen Risks Risks — - - . ) )
R Technological Risks R Financial Risks Monitoring & review of risks and related actions plans will be carried out
. Physical Risks 2 Low 2 4 6 8 10 using the established forums (Performance Development Review
meetings, 1:1 Performance Meetings, Team Meetings, and Management
Meetings). It will be for Directors and Managers to agree the best way to
communicate and consult on the maintenance of the risk management
1 | Negligible 1 2 3 4 5 process. The Council’s Internal Audit function will review risk management
and the maintenance of internal control frameworks through their work.
Risk Analysis & Evaluation
The measurement of risk is calculated by assessing:
o IMPACT - if the risk occurred
o LIKELIHOOD - of the risk occurring Assessment of Impact
Each defined risk will be scored by assessing the ‘Impact’ on a
: o 4 L e P Service/Operational Assets Legal Obligations Project Duty of Care — Clients & Staff
scale of one to five and multiplying this figure by the score for — " - — - — - -
o R § : Minimal disruption not Litigation, claims or L . . Minimal or no impact on the Services
likelihood’ (also gauged on a scale of one to five). This 5 x 5 . . . Up to X . Minimal impact to project / X
: ) T . - impacting on an important o fines, Services up to . Safeguarding or Duty of Care
scoring matrix has been adopted by the majority of public sector 1 Negligible service which can be resolved 1% of £10k, Corporate slight delay less than 1 week requirements
bodies and is consistent with the national model adopted within in less than a day budget | ¢
the Emergency Services. The product of this calculation of impact ] - ]
o C ms " ) . L . Consideration needs to be given to
and likelihood is a "Risk Score", which can range from a minimum - . . Litigation, claims or X
. Brief disruption of important 1% to X . L . . Safeguarding or Duty of Care
of 1 to a maximum of 25. . fines, Services up to Minimal impact to project / ? .
2 Low service area 5% of . requirements but unlikely to have an
R . . £25k, Corporate slight delay less than 2 weeks . .
Service disruption 1 day budget £50k adverse impact on meeting overall
requirements.
Litigati lai
Assessment of Likelihood Major effect to an important 6% to ﬁlnlegsa 'SZ::IiCCZISrE;:; Adverse effect on project / There are Safeguarding or Duty of
3 Medium service area 15% of £50k, Corporate significant slippage 3 weeks Care issues that may have an impact
1 Rare 0 — 5% chance of occurring Service Disruption 2-3 Days budget £100k —2 months on meeting overall requirements.
- Y - — - — - -
2 UnIllfer 6 ZOA;chance of occurring Complete loss of an important 16% to If.il:lleg:tlszr:\,/icclzlsn:s (;; zlrgrr:fals:ztr ?jsict);foenxp:gteecdt Significant impact on meeting
3 Possible 21 -50% chance of 4 High service area 25% of g P y . . P Safeguarding or Duty of Care
; R . . £125k, Corporate benefits fail / major delay 2 — o
occurring Service Disruption 3-5 Days budget £250k 3 months responsibilities.
4 51 - 80% chance of
occurrlngo More Litigation, claims or Complete failure of project /
5 81- 190A’ chance of 5 Critical Maijor loss of service, than fines, Services up to extrepme delay 3 moithjs or Not meeting legal responsibilities,
occurring Service Disruption 5+ Days 25% of | £250k, Corporate v placing individuals at risk.
more
budget | £500k




Risk Management Toolkit - Decision-Making Process

Corporate governance requires that risk management be integral to policy, planning and
operational management. Applying risk management processes will help strategic
decision makers make informed decisions about of policy decisions and service delivery
options.

Decision makers need to be satisfied that the risks and opportunities related to proposals
are fully considered. It is important that all those involved in the decision-making process
have consciously analysed the proposal.

In addition to the decision maker obtaining a level of assurance that proposals requiring a
decision has been subject to a robust risk assessment, it is an important principle of good
governance that the decision making process can be subjected to effective scrutiny
(Accountability). Decision makers can be held accountable for decisions internally by for
example: - Full Council, Statutory Officers, Overview & Scrutiny Panels and externally by
Government Inspections, the Local Government Ombudsman and members of the public
& press (via Freedom of Information requests). They will want to see that the decision
and the information used to make the decision are documented and accessible, i.e. the
decision is ‘informed’ and ‘transparent’.

The principles of risk management relating to decision making are the same as for any
other risk management process. The diagram below outlines the process.

Cabinet and Committee report templates include a section ‘Risk Management’. The
section requires the report author to record ‘significant’ risks identified after carrying out
a risk assessment. The risk assessment must record the risks related to taking the
proposed actions / recommendation(s), i.e. the risks of implementation, and the risks of
not taking the recommended action.

Any opportunities flowing from the proposal will be recorded in the ‘Report’ section of
the report template.

Identify
Any Risks Associated with the Decision & the Implementation of the Decision

!

Assess
The Impact of the Risk & the Likelihood of it occurring

|

Prioritise
Include Any Significant Risks in the Report

|

Manage
Produce a SMART Action Plan to Minimise the Impact/Reduce the Likelihood of
Each of the Significant Risks identified
(Treat, Transfer, Terminate or Defer the Risk — It is Unlikely That You Will be Able to
Tolerate it as You Have Already Identified it as Significant)

|

Review
Risks with Statutory Officers and Amend the Risk Assessment Accordingly

I

Agree
Risk Assessment with Decision Maker Clarifying any Risks in the Risk Assessment
in Order to Allow the Decision to be Made

|

Update
Any Relevant Council Risk Registers Following the Decision




The risk assessment:
e Demonstrate that all significant risks related to the decision have been
considered.

e Provides evidence that the decision maker has been provided with
sufficient information about risks in terms of probability and impact

e Explain how the risks will be managed.

The risk assessment should record:

e Risks that may arise if the decision is not taken.

e Risks that may arise if the decision is taken.

e Actions that will be taken to manage each risk documented if the
decision is taken.

e  Report Author

e Head of Paid Service (Chief Executive)

e 5151 Officer (Chief Financial Officer)

e Monitoring Officer (Head of Legal & Democratic Services)
e  Cabinet Member (including Leader)

e Director

The report author will take the lead in compiling the risk assessment using a template.

The report author in consultation with the appropriate Director(s) should review the
report and the risk assessment.

The report and risk assessment will be made available to the Statutory Officers: -

e Head of Paid Service
e The Chief Finance Officer/ Section 151 Officer
e  The Monitoring Officer

Statutory Officers or their nominated deputies will amend the risk assessment and
identify risks that should be considered ‘significant’ and be recorded in the ‘Risk
Management’ section of the report.

The Cabinet Member responsible for the decision should review the risk assessment
and ask the following questions:

e Are there other risks related to the decision which have not been identified
and assessed?

e Do they agree with the assessment of the risks that have been documented?

e Do they agree that the recorded actions to manage the documented risks are
adequate?

It is the responsibility of the report author to ensure that the risk assessment is
sufficient for its purpose.

The risk assessment should be proportionate to the decision being made. The report
author and others involved in the risk assessment process should consider the impact
of the risk when deciding whether it should be recorded or not. If the impact is
negligible or low then it is reasonable that the risk is not recorded.

The risk assessments will be held centrally and will not be automatically accessible to
the public. However, risk assessments will be subject to the normal rules of disclosure
under the Freedom of Information Act 2000 and other relevant legislation.



Risk Management Toolkit — Service / Business Planning, Budget Setting & Business Continuity

One of the keys to successfully embedding risk management is ensuring that it is explicitly linked to
business planning. In a properly embedded process, remedial action should take place to mitigate those
risks which managers believe are insufficiently controlled, i.e. where the residual risk exceeds the target
risk.

Effective management of risks can only be achieved through the effective management of resources.
Where control weaknesses are identified which create an unacceptable exposure to risk, resources
should be allocated to ‘plugging the gap’. This can take a variety of forms, depending upon the nature
of the risk, the existing controls, and magnitude of the exposure.

Currently on an annual basis each Directorate will undertake a robustness of estimates and adequacy of
resources review. This process feeds into the s151 Report to the Council on the robustness of estimates
and the adequacy of reserves. As part of the process key risks are considered and actions documented.

Those controls currently in place may require strengthening, or new ones may need introducing. For
example, it could be that an ICT solution is required to improve efficiency or enable additional
monitoring; or possibly the feasibility of the service being provided by a partner instead of directly by
the Council. These examples have a cost, some of which may be financial, some of which may have an
opportunity cost. As a result, it is important that managers retain flexibility in their service and financial
planning to enable developing risks to be managed. The converse may also apply; the risk process could
identify risks which are over-controlled. Savings may be achieved by reducing the control environment,
saving money and / or enabling the re-direction of staff to other areas to improve service delivery.

The relevant Service / Team/ Project risk register should be used to record business planning risks and
actions planned / taken possibly including a description of the source of funding to strengthen controls .
The result will be a concise analysis of the nature of the risk exposure, the response to the problem and
the financing of the solution. Where budget variances occur as a result of the additional expenditure,
the risk management documents can provide a concise and robust explanation to support this.

Business plans should be updated based on the results of risk assessments undertaken. Risk
management should not be viewed in isolation, but should be used as an important tool to inform the
business planning process. What we learn now should help us identify what we will do in the future,
how we will achieve it, and the problems we may encounter. This will ensure that the risks and
mitigations identified are considered and included in subsequent plans. The benefit will be that
business plans are as relevant and accurate as possible, and contribute effectively to the achievement
of objectives and the delivery of the outcomes required.

Good Business continuity management within the Council
involves detailed planning to help maintain the most
critical services provided in the event of an interruption
until it returns to “Business as Usual”.

Within any risk register there will be many risks that could
have a major impact on service delivery. It is, however, not
always possible to mitigate these risks, therefore it is
important that the service examines these risks in detail in
advance, and develops a Business Continuity plan, which
can be used to enable services to continue should an
incident occur. An example of this could be where staff are
unable to access offices due to an event such as adverse
weather, fire or a flood.

Those services assigned ‘Critical’ status will need to
operate to an agreed minimum acceptable level until
business as usual has resumed. A plan needs to be
developed to enable a plan of action to be implemented
with minimum delay.

The business continuity plan needs to be developed in
advance of an incident, because often with a little
forethought many of the more serious consequences of an
incident can be mitigated. This plan will be generic in so far
as the basic information that it contains can be used to
cover many different risk eventualities. As a service
provider, continuity of service is vital for our customers and
clients.

The Council has appropriate business interruption
insurance in place to cover the cost associated with a major
incident
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