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PROJECT: CITY CENTRE SECURITY - RISK ASSESSMENT - Improvised Explosive Device (Posted, by person, or dropped off)

DATE: 08" June 2021

ACTIVITY: ATTRO & TRO WITH HVM - CONSULTATION PROPOSAL

COMPLETED BY: D. Noad

Ref. Sub-standard Significant Population at Uncontrolled Risk Classification Risk Control Measure Action Needed | Residual Risk Calculation Comments
design ref and Hazard Risk Likelihood | Severity | Rating Likelih | Conseq Rating
issue ood uences:
Bath N/A Improvised
City Explosive 2 6 8 HIGH The  exising  CCTV | Continuous 1 2 3LOW PROTECT DUTY The Government has
Centre Device provision provides for good | improvements published a consultation document on a
Security Delivered by: camera coverage of the | tothe CCTV new Protect duty, aimed at helping to
Scheme Person ‘restricted area’ and with | system. Adding protect public venues and spaces from
Post the proposal for additional | new camera’s terrorist attacks.
Dropped off camera’s to cover blind | to counter new

spots, this will improve the
Local authorities ability to
support Police in the
response phase of a MTA
and in  the later
investigation.

ACT Training has been
delivered to most
operational  staff,  but
refresher training courses
need to be scheduled in.

ScaN Training has been
delivered to CCTV officers
from the CTSA’s raising
awareness for safety and
security.

The ACT application is
another tool which raises
awareness and benefits
members of the public
caught up in a MTFA
incident.

This includes the principles
Run, Hide, Tell.

Good collaborative working
between Police and CCTV
officers. This includes a
Police comms device in the
CCTV room which enable’s
CCTV officers the ability to
describe the situation on
the ground for Police

development
and blind
spots.

Review camera
locations to
ensure that
they are in the
best positions

Regular review
of ACT
training/awaren
ess

Bi-annually
exercise to test
the operational
procedure.

Review
process for
incidents e.g.
unauthorised
access to the
protected zone.

Operational
group to meet
monthly — To
include a
Police
representive.

Formal process
for information
sharing with
the Roman
Baths

Current  National ~Threat level of
Substantial shows terrorist attack is
“Likely".

Please note

The consequences rating is low due to the
existing control measures in place.

The effects of a detonated IED can be
highly destructive. In addition to the initial
blast which can be lethal, debris such as
broken glass and metal in the form of
secondary fragmentation, can cause
further injury at a considerable distance
away from the seat of the explosion. The
longer term disruption as a result of the
blast can last for many further weeks,
leading to business continuity, economic
damage and infrastructure challenges.

Therefore 1 death, or 100 deaths will have
a high severity outcome and is hard to
immigrate.

Further work areas to consider:

. Develop response plans that
define clear roles and
responsibilities

. Test, refine and rehearse
your response




awareness.

Work has started with
Landlords (southgate) to
coordinate response, share
preparation  effort  and
receive warnings of an
attack before it's started

Bath Improvement District
radio system which wil
raise collaborative comms
and eyes on the ground.

Officers have been
historically trained in Griffin,
and Argus raising
awareness of people acting
suspiciously and how to
look out for the signs.
However, these products
have now been replaced by
Act and SCAN.

Police  have  deployed
Operation Servator which
aims to detect, deter, and
disrupt crime.

Roman Baths have 24/7
security in place, this is
linked into the CCTV
Control Room.

Impacts on Local
Authority should there be
an incident

Loss of reputation - The
reputational damage of a
security breach is
something that will concemn
all senior management —
the loss of trust following a
failure to protect staff,
clients or even data may
prove difficult to recover.

Costs - Lost or destroyed
assets may need to be
replaced quickly and at
great cost. This is in
addition to any losses that
might be incurred through
the suspension of normal
business.

ScaN ftraining

for new CCTV
officers. Team
review 2 years




legislation was followed.

Health and safety - Health
and safety at work
regulations place a legal
responsibility on the owner
or occupier of premises to
have a ‘duty of care’ for
staff and visitors. In the
event of an incident, any
subsequent inquiry or court
proceeding will look for
evidence that the relevant

Risk Classification

Designer / originator:

Likelihood:-

DN

Very Likely
Likely

Possible
Unlikely

Date 08/06/21

Consequen
ces of: -

No security measures

Some security measures
Existing security measures
All security measures

Risk Rating = Likelihood + Severity:-

78
45,6
2,3,

High
Significant
Low




